Oo0yuyawimumcs

C KaX[JbpIM roJIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCS OOJIbILE, A LIKOJbHUKH OJHU U3 CaMbIX
aKTHBHBIX Iojab3oBarened Pynera. Mexay TeM, IIOMHMO OTPOMHOIO  KOJUYECTBA
BO3MOYKHOCTEH, MHTEPHET HeceT U MpoOisieMbl. DTa MaMsATKa JOJDKHA IMOMOYb Tebe Oe30I1acHO
HaxXOJUTHCS B CETH.

Komnbrorepabie BUPyChbl

KoMmmproTepHblii BUpYC — 3TO Pa3HOBHIHOCTH KOMITBIOTEPHBIX IPOTpaMM, OTJIMYUTEIHHOM
0COOEHHOCTBIO KOTOPOM SIBIISIETCS CIIOCOOHOCTH K Pa3MHOXKEHHUIO.

B nononaeHHE K 3TOMY, BUPYCHI MOTYT TIOBPEIANTh WU IOJHOCTBIO YHUYTOXHUTH BCE (DaliIbl U
JaHHbIE, MOJKOHTPOJIBbHBIE MOJIb30BATEI0, OT UMEHH KOTOPOro OblIa 3amylieHa 3apakéHHas
mporpamMma, a TaKXe MOBPEIUTh WIH JaKE YHHUTOXHUTH ONEPAIIMOHHYIO CHUCTEMY CO BCEMHU
daitnamu B 11enioM. B 601bIIMHCTBE CllydaeB pacipOCTPaHSAIOTCS BUPYChHI Uepe3 HHTEPHET.

MeTobl 3aUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Hcnonp3yil COBpEMEHHbIE OIEPAllMOHHBIE CHUCTEMBbl, HMMEIOLIUE CEPbE3HBIN YpPOBEHBb
3alUTBI OT BPEAOHOCHBIX ITPOrPAMM;

2. TlocrostHHO ycraHaBnuMBaii madytu (UUQPPOBBIC 3aIUIaTKH, KOTOpPHIE aBTOMATHYECKH
YCTAQHABJIMBAIOTCS C LEJIbI0 JOpPaOTKM MporpamMmbl) U JApyrue OOHOBJICHMs CBOEHl
omnepanroHHoN cucteMbl. CKauWBail MX TOJBKO C O(HUIIMAIBHOTO caiiTa pa3paboTunka
OC. Ecnu cymiecTByeT pesKUM aBTOMAaTHYE€CKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paloraii Ha cBoeM KOMITBIOTEpPE TIO]] TIPAaBAMH ITOJIB30BATENIS, @ HE aIMHUHUACTPATOpa. ITO
HE TO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX IMPOrpaMM HHCTANIUPOBATbCS HAa TBOEM
IIEPCOHAIBHOM KOMITBIOTEPE;

4. Hcnonb3yll aHTUBUPYCHBIE MPOTrPaMMHBIE MPOAYKTHl HM3BECTHBIX IPOU3BOJAUTENEH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannub GpU3HMUECKUI TOCTYI K KOMIBIOTEPY /ISl IOCTOPOHHUX JIUII;

Hcnonp3yil BHEIIHWE HOCUTENM MH(OpPMalLlMU, TaKhe Kak Quienika, IucK win Gaii u3

UHTEPHETA, TOJIbKO U3 MPO(EePEHHBIX HCTOUHUKOB;

7. He oTkpbiBail KOMIIbIOTEPHBIE (ailyibl, TOTyYEHHBIE U3 HEHAJEKHBIX UICTOYHUKOB. Jlaxe
Te (hailsbl, KOTOpPbIE MPUCIAN TBOM 3HAKOMBIN. Jlydle yrouHu y HEro, OTHPaBIIsUl JIU OH
Tebe ux.
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Ceru WI-FI

Wi-Fi - 970 He BU mepeaauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JuIb OpeH 1, mapka. Erte B 1991
rofy HUIepJaHAcKas KommaHus 3apeructpupoBaia Openng «WECA», dro o6o3Hauano
cinoBocodetanue «Wireless Fidelity», KOTOpbIii TepeBOAUTCS KaK «OECITPOBOIHAS TOYHOCTH.

Jlo Hamero BpeMeHU JAolia Apyras abOpeBuaTypa, KOTopas SBISETCS TaKOH K€ TEXHOJIOTHEH.
D10 abOpeBuarypa «Wi-Fi». Takoe Ha3Banume OBUIO JaHO C HAMEKOM Ha CTAHAAPT BBICIIUUN
3BykoBo# TexHuku Hi-Fi, 4To B mepeBojie 03HaYaeT «BBICOKAS TOUHOCTH.

Ja, OecrmiaTHBII HMHTEpPHET-IOCTYN B Kade, OTEIsIX M adponopTax SBISAETCA OTIUYHOM
BO3MOXHOCTBIO BbIXOJla B MHTepHET. Ho MHOrHME AKCHEepTHl CUMTAIOT, YTO 00LIe0cTynHble Wi-
Fi cetn He aBnstoTCS 0€30MaCHBIMU.



Cosertsl 110 Oe30macHoCTH pabore B 00meaocTynHbIx ceTsx Wi-fi:

1.

He nepenasaii cBoro nuunyo uHpopmanuio yepe3 odmenoctynasie Wi-Fi cetn. PaboTas
B HUX, XeJIaTeJIbHO HE BBOJUTH MApPOJIU JOCTYIIA, JJOTHHBI U KaKHe-TO HOMEpa;
Hcnonb3yit 1 OOHOBJISI aHTUBHUPYCHBIE MporpamMmbl U Opanmmayep. TeM caMbIM TbI
o0e3omnacuiib cedst OT 3aKaYyKU BUpyca Ha TBOE YCTPOMCTBO;

[Ipu wucnonszoBannmu Wi-Fi ortkmroun ¢ynknuio «OOmmii goctyn k ¢aimam u
npuntepam». JlanHas ¢GyHKOUS 3aKpbITa [0 YMOJIYaHHWIO, OJHAKO HEKOTOphIe
N0JIb30BATEIH AKTUBUPYIOT €€ /17151 y100CTBa HCIIOJIb30BaHus B paboTe mim y4eoe;

He wucnonp3yit myO6muunsiii WI-FI qist mepenaum JWYHBIX JAQHHBIX, HalpuMep s
BBIX0/1a B COLIMAJIbHBIE CETU WIN B AJIEKTPOHHYIO IIOUTY;

Nnonw3yit Tonbko 3anmuiieHHoe coequnenue yepe3 HTTPS, a ne HTTP, T.e. mpu HaGope
BeO-apeca BBOAM UMEHHO «https://»;

B moGunbHOM Tenedone otkimoun GpyHkuuio «llonkmouenune k Wi-Fi aBromaTuueckmn.
He nmomyckail aBTOMaTH4eCKOro MOJKIIOYEHHUsT ycTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero
coriacus.

ConuajbHBIE CeTH

CouuanbHble CETH AKTHMBHO BXOST B HAIly XW3Hb, MHOTHE JIOJU PAOOTAIOT U KUBYT Tam
noctosiHHo, a B Facebook yke 3apeructpupoBaH MIULIHAp] YEJIOBEK, UTO SIBISETCA OIHOU
ceIbMOU BCeEX JKUTEJIEN MJIAHETHI.

MHorue mnoibp30BaTeNId HE MOHUMAKOT, YTO WH(pOpMAanus, pa3MelleHHas UMH B COLMATBHBIX
CeTsAX, MOXeT ObITh HailJleHa M MCIIOJIb30BaHa KeM YTrOAHO, B TOM 4YHCJEe HE 00s3aTelbHO C
OJlaruM1 HaMEpPEHUSIMH.

OCHOBHBIE COBETHI IO 0E30ITACHOCTHU B COI[MAJIBHBIX CETIAX:

1.

Orpanuyb COHCOK Jpy3ei. Y TeOs B Jpy3baX HE JODKHO OBITh CIy4YalHBIX H
HE3HAKOMBIX JIFOJIEH;

3amuiaii cBOI 4acTHYIO *U3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXIECHHS U APYTYIO JIMYHYIO WH(POpPMAIUIO. 3TOYMBIIUICHHHKA MOTYT HCIOJIb30BaTh
nake HH()OPMAIIUIO O TOM, KaK Thl ¥ TBOHM POJIUTENHN TUIAHUPYETE MPOBECTH KaHUKYIIBI,
3amuinai CBOK PEIyTaIrIO - IEPKHU €€ B YUCTOTE U 3a7aBail cede BOIPOC: XOTEN ObI ThI,
4TOOBI PYTHe MOJIH30BATENN BUACIH, YTO ThI 3arpyxaeib? [logymai, mpexae 4em uro-
TO OITYyOJINKOBATh, HAITUCATh U 3aTrPy3UTh;

Ecnu T roBOpHUILI € JTIOJIbMH, KOTOPBIX HE 3HAEIlIb, HE UCIOJB3YH CBOE peabHOE UMS U
JIPYTYIO JIMYHYIO HHPOPMAIIUU: UMSI, MECTO KHUTEIHCTBA, MECTO Y4€OBI U TIpOYEE;
W36eraii pazmemienus ¢otorpaduii B MTHTepHETE, T/1e THI U300paKeH Ha MECTHOCTH, TIO
KOTOPOW MOKHO OIPENEITUTh TBOE MECTOTIOIOKECHHE;

[Tpu peructpanuu B COIMAIBLHOW CETH HEOOXOIMMO HCMOIB30BaTh CIOXKHBIC MApOJIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

Jlnst counanbHONM CEeTH, TMOYTHl M APYTUX CAaWTOB HEOOXOIMMO HCIOJIB30BaTh pPa3HbBIE
naposu. Torma ecnu TeOs B37IOMAIOT, TO 3JIOYMBIIIJIEHHUKH TOIYyYaT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbI'H

DNEeKTPOHHBIE JCHBIM — OTO OYEHb YAOOHBIM CHOCO0 TIaTeXe, OJHAKO CYIIECTBYIOT
MOIIICHHHUKU, KOTOpLIe XOTAT HOJIY‘II/ITB 9TU OCHBI'U.



3JI€KTpOHHI:I€ JCHbI'M IIOABUJIIMCH COBCEM HCIABHO MW HWMCHHO MH3-3a 3TOI'O BO MHOI'HNX
rocygapCTBax g0 CHUX IIOP HE INPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun xe oHM (pyHKIMOHHPYIOT U O HHX YK€ MPOIMUCAHO B 3aKOHE, TJIe UX pa3leisioT Ha
HECKOJIbKO BUJIOB — aHOHMMHBIEC U HE aHOHMMHBIE. Pa3Hulla B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MPOBOAUTH onepanuu 0e3 wuIeHTUUKALWK [O0Jb30BaTeNnsi, a B
HEaHOHUMHBIX UACHTU(DUKAIINH [TOJIb30BATENIS SBISICTCS 003aTeIBLHOM.

Taxoke cieayer pa3indarh JMEKTPOHHBIC (PUATHBIE IEHBIU (PaBHBI TOCY/IaPCTBEHHBIM BaJIIOTAM)
U JIEKTPOHHbIE He(pUaTHbIE IEHbI'H (HE paBHBI TOCYAAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI TI0 O€30MACHOM paboTe € NEKTPOHHBIMH JCHbIaMH:

1. TlpuBsxu K cuery MOOWIBHBIN TenedoH. DTO camblii yJOOHBIA M OBICTPBIA CHOCOO
BOCCTaHOBUTH JOCTYI K cueTy. [IpuBs3anublii TeneoH MOMOXKET, eciu 3a0yaelb CBOM
TJIATEKHBIN MMAPOJIb UM 3aiACIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnonb3yii ogHopa3oBsie maponu. [locne mepexona Ha YCHUJICHHYIO aBTOPH3aALUIO TeOe
y’Ke He Oy/IeT yrpoKaTh ONAaCHOCTb KPa)KH WJIU TepexBaTa IIaTeKHOT0 MapoJls;

3. BriOepu cnoxublil mapoins. [IpecTynmHukam OyAeT HE MPOCTO yrajaaTh CIOKHBIM MapoJib.
Hanexxnble napoiau — 3To napoju, KOTOpbIE COAepkKAaT HE MEHee § 3HAKOB U BKJIIOYAIOT
B ce0s CTpOYHbIE U MPOMHUCHBIE OYKBBI, IUPPHI U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK
nosuiapa, pyHTa, BOCKJIMIATEIbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOJUM CBOU JIMYHBIC JaHHBIC HA CaliTaX, KOTOPHIM HE JJOBEPSCIIIb.

DJICKTPOHHAs 1OYTA

ONEeKTpOHHAs MOYTa — 3TO TEXHOJOTUS M IPEIOCTABISIEMBIE €H0 YCIYTH 10 IEPECBUIKE U
HOJIYYEHHUIO HJIEKTPOHHBIX COOOIIEHHH, KOTOPbIE PACIPENEIIAIOTCS B KOMIIBIOTEPHOM CETH.

OO6b19HO 3IEKTPOHHBIN MOYTOBBIM  SIIMK  BBIVISIAUT  CIEAYIOLUIUM o0pa3zom:
UMS_TI0JIh30BaTEISI(WUMS_JIOMEHA.

Taxxke kpoMme nepegaun NpOCTOro TeKCTa, UMEETCS BOZMOXKHOCTh MepeaaBaTh (paisbl.
OcHOBHBIE COBETHI IO O€30MAaCHOMN paboTe ¢ IEKTPOHHOM MOUTOM:

1. Hano BbIOpaTh NpaBMIIBHBIM MOYTOBBIN cepBUC. B MHTEpHETE €CThb OrPOMHBIM BBHIOOD
OecryiaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIyYIlI€ JOBEPSTh TEM, KOTO 3HAaellb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3piBaii B nM4yHOM TodYTe JMYHYK WHpopMmanuto. Hampumep, sydmie BbIOpaTh
«My3BIKaNbHBIN _(panaT@» wim «pok2013» BMecTo «remal3»;

3. Hcmonp3yil TBYXITalHYK aBTOPH3AIMIO. DTO KOTJIa IMOMHMO ITapojisi HY)KHO BBOJHTH
KO/, IpHUChIIaeMblil mo SMS;

4. Bpibepu CcnoXHBIA Tapoib. g KaXIOTO TOYTOBOTO SIIUKA JOJDKEH OBITh CBOU
HAJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecimm ecTtb BO3MOXKHOCTh HamucaTh CaMOMY CBOW JIMYHBIA BOMPOC, HUCIOJB3YH OTY
BO3MOKHOCTB;

6. Hcrnonb3yil HECKOJBKO TIOYTOBBIX SIIMUKOB. I[lepBBI 711 YaCTHOM TMEPENUCKU C
azpecaTaMH, KOTOPBIM ThI JI0BEpsI€llIb. JTO JIEKTPOHHBIA apec HE HAal0 HCIOJIb30BaTh
IPU perucTpanuu Ha opymax U cairax;

7. He otkpbiBaii ¢ailiel 1 Apyrue BIOXKEHUS B MUCbMaX Ja)Ke €CIIM OHHM MPUIILIN OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIN JTM OHU TeOe 3TH (ailiibl;



8. Tlocne oxoH4aHUs pabOTHI HA MOYTOBOM CEPBUCE TEPE] 3aKPHITHEM BKJIAJKH C CAUTOM
He 3a0y/1b HAKaTh Ha «BBIATHY.

Ku6epOy/uIMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

KubepOymiuHr — mnpecieqoBaHie COOOIIEHUSMHU, COAEPKAIIUMU OCKOPOJIEHHS, arpecculo,
3aIyTUBAHNE; XYJIUTAHCTBO; COLMATbHOE OOMKOTUPOBAHHME C TIOMOIIBIO PA3IMYHBIX HUHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiicsa B 60ii. JIyumuii cioco0: mOCOBETOBATHCS KaK ce0sl BECTU U, €CIIH HET TOTO,

K KOMY MOXXHO OOpaTHUThCS, TO BHauyajle YCHOKOWUThCS. Eciu Thl HauHemb OTBEYaTh

OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO e1le OOJIbINe pa30XiKellb KOH(IUKT;

VYmpasinsii cBoeil kubeppenyTamnmei;

3. AHoHMMHOCT, B ceTd MHHMAas. CyIIECTBYIOT CIOCOOBI BBISICHHTH, KTO CTOUT 3a
QHOHUMHBIM AKKayHTOM;

4. He crtouT BecTH XyIUTaHCKUW 00pa3 BHPTYaIbHOW XU3HU. MHTEpHET (QUKCHpYeT Bce

TBOM JICMCTBUS M COXPAHSAET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

Co0Oumto1aii CBOM BHPTYaIbHYIO YECTh CMOJIOAY;

6. WrHopupyil ennHuuHblii HeratuB. OAHOpPA30BbIE OCKOPOUTENBbHBIE COOOILEHUS JIydllle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpaliaeTcs Ha Ha4ajabHOU CTaauu;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMU COOOLICHHSMH, B COLMAJIBHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPABKU COOOIIEHUN C ONPEIEICHHbBIX aIPECOB;

8. Ecnmm T1h1 cBuuerens kubOepOymumHra. TBoum  JAeHCTBHUS:  BBICTYHNHUTb IPOTHB
npecieoBaTeNs, I0Ka3aTb €My, 4YTO €ro JEWCTBHUS OLEHUBAIOTCS HETraTUBHO,
HOJ/IEP)KaTh JKEPTBY, KOTOPOH HYy)KHA MCUXOJIOTHYECKas MOMOIIb, COOOIIUTH B3POCIIBIM
0 (akTe arpecCUBHOTO MOBEACHUS B CETH.
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MoOunbHbIi TesiedoH

CoBpeMeHHbIe cMapT(HOHBI U IUIAHILETH COAEpKaT B ce0e BIIOJIHE B3POCIHbIH (YHKIHMOHAT, U
TeNnepb OHM MOTYT KOHKYPHpPOBaThb CO CTallMOHApHBIMM KoMIbloTepamu. OpHaKo, CpeacTB
3aLUTHI JUISI TOI00HBIX YCTPOUCTB MOKA OYEHb MaJlo.

TecTupoBaHue U NMOUCK yA3BUMOCTEH B HMX IIPOMCXOAMT HE TaK MHTEHCUBHO, Kak ausi IIK, To
e caMoe KacaeTcs U MOOUJIbHBIX MPUIIOKEHHH.

CoBpemeHHbIE MOOUITBHBIE Opay3epbl yKe MPAKTUYECKU JOTHAIM HACTOJbHBIE aHATIOTH, OJJHAKO
pacupenre (yHKIIMOHAJa BIIeUeT 3a cO00I OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

llaneKo HE BCC TMPOU3ZBOAUTCIIN BBIITYCKAIOT O6HOBJ’ICHI/I$I, 3aKpPbIBAIOIIUE KPUTUYCCKHEC
YA3BUMOCTHU 11 CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI JJIA 0e30MacHOCTH MOOUIILHOTO TCJ'IC(I)OHEIZ

1. Hwuuyero He siBasieTcst mo-HacTosMeMy OecriaTHBIM. bynb ocTopoXkeH, Bellb Korjaa tebe
npeuiaraloT OecCIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO IUIaTHbIC
yCIIyru;

2. Nymaii, npexnae yeM otrpaButb SMS, ¢oTto mimm Buzpeo. Thl TOYHO 3HAENIb, IA€ OHU
OyIyT B KOHEYHOM HUTOTE?

3. HeoOxoanMo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hoHa;
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Hcnonb3yit aHTUBUPYCHBIE ITPOrPaMMBI TSI MOOUJIBHBIX TeNE(OHOB,;

5. He 3arpyxail npuioxeHus: OT HEM3BECTHOIO HMCTOYHMKA, BEIb OHM MOIYT COJEpPXKaTb
BPEIOHOCHOE MTPOrPaMMHOE 00ecIIeUeHHE;

6. Ilocine Toro kak Thl BbIHJEIIb C caiiTa, i€ BBOAWI JMYHYIO HH(OpManuio, 3aiiiu B

HACTpOIKK Opay3epa u ynanu cookies;

[Tepunonuyecku npoBepsii Kakue MJIaTHbIE yCIyr'y aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. Magaii cBOIf HOMEpP MOOMIJIBHOTO Telie()OHA TOJIBKO JIOASAM, KOTOPBIX ThI 3HACIIH U KOMY
JIOBEpsICIlb;

9. Bluetooth nomken ObITH BBIKIFOUECH, KOTJIa Thl UM HE MOJb3yelbes. He 3a0biBaii nHOT/IA

HPOBEPSATH 3TO.

~

Online urpsl

CoBpeMeHHbIE OHJIAHH-UTPBI — 3TO KPaCOYHbIE, 3aXBaThIBAOLINE PA3BICUECHUS, OOBEAUHSIONINE
COTHHU TBHICSAY YEJIOBEK MO BceMy MHpY. Urpoku ucciaenyroT JaHHBIM UM MUp, OOLIat0TCs APYT C
JPYIrOM, BBINOJHSIOT 3aJaHusl, CPAXKAIOTCA ¢ MOHCTPAMHU U IOJIYYalOT OIBIT. 3a yIOBOJBCTBUE
OHM IUIATST: MOKYNAIOT IUCK, OINIAYMBAaIOT A00OHEMEHT WJIM IPUOOPETAIOT KAKKE-TO OIILIUH.

Bce atu cpeactBa uayT Ha MoOJAepKaHUE W PA3BUTHE WIPHI, a TaKKe Ha caMy 0€30IMacHOCTD:
COBEPILECHCTBYIOTCSI CUCTEMbl aBTOPHU3AIIMH, BBITYCKAIOTCS HOBBIC MaTuu (LUGPOBBIC 3aIIaTKU
JUISI IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX Urpax CTOHUT OIIaCaTbCsA HC CTOJIBKO CBOHMX COIICPHHUKOB, CKOJIBKO KpaKh TBOCTO
apoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3allUuA OOJIBIIMHCTBA urp.

OCHOBHBIC COBETHI 110 OS30IIaCHOCTH TBOCTO HUI'POBOI'0 aKKayHTa:

1. Ecmu npyroit urpok Bezer ce0s MI0X0 WM CO3/1aeT Tede HENPUATHOCTH, 3a0JIOKUPYH ero
B CIIUCKE UTPOKOB;

2. Tloxanyiics aAMMHUCTpAaTOpaM UIPhl Ha MJIOXO€ MOBEJCHHE ATOr0 MIPOKA, JKEIaTEeIbHO

MIPUJIOKUTB KAKHE-TO JTIOKA3aTeNIbCTBA B BUJE CKPUHOB;

He yka3zpiBaii 1nuHyro nHGopManuio B npodaiine urpsr,

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouIaabHble MATYU U MOJBI;

Hcrnonb3yil CII0KHBIE U pa3HbIE APOJIN;

Jaxe BO BpeMs WIPbl HE CTOMT OTKJIKOYaTh aHTUBUpYC. Iloka Tel urpaems, TBOM

KOMITBIOTEP MOTYT 3apa3uTh.

No ok w

OUIIUHT WA Kpaka JUIHbIX JAaHHbIX

OObIyHON Kpasked JeHEr U JIOKYMEHTOB CErOJIHs YK€ HHKOro He yAuBHfIb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTUN  3JIOYMBILUJICHHUKY IEPEMECTIIINCh B  HHTEPHET, U IPOAOJDKAIOT
3aHUMATbhCSA «JTFOOUMBIM» JIEJIOM.

Tak nosiBUIach HOBast YTpo3a: MHTEPHET-MOIIEHHUYECTBA UM (PUILUHT, TIaBHAs LEJIb KOTOPOro
COCTOUT B TOJTYY€HUH KOH(HICHIIMATHHBIX TaHHBIX TOJIH30BaTENIe — JIOTHHOB | Tapoieil. Ha
aHriuiickom s3bike phishing uyutaercs kak ¢ummusr (ot fishing — peibHas nosis, password —
MapoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITMHTOM:



1. Cnenm 3a cBOMM akkayHTOM. Ecnu ThI IOoJ103peBaeiib, YTO TBOSI aHKETa Oblia B3JIOMaHa,
TO HEOOXOIMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak
MOYHO CKOpee;

2. Hcnonb3yii Ge3omacHble BeO-CaliThl, B TOM YHCJI€, HHTEPHET-Mara3uHoB U IMOUCKOBBIX
CHUCTEM;

3. Hcnonb3yil cinokHble W pa3Hble mapoiu. Takum oOpazoMm, eciu TeOs B3JIOMAiOT, TO
3JIOYMBIIIJICHHUKY MOJIYYaT TOCTYI TOJBKO K OJHOMY TBOEMY MPO(]HIII0 B CETH, a HE KO
BCEM;

4. Ecnu Te0s B3JIOMaIH, TO HEOOXOIUMO MPEIYNPEANTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC

no0aBJeHbl y Te0S B IPY3bsiX, O TOM, UTO TeOs B3JIOMaIH U, BO3MOXHO, OT TBOEI'O UMEHU

OyZIeT pacchlIaThCsl ClIaM U CCHUTKH Ha (PUINMHTOBEIC CAlTHI,

YcranoBu HanexHbIH mapoiib (PIN) Ha MOOUIBHEIN TenedoH;

OTKITI0YM COXpaHEeHHUe MapoJst B Opaysepe;

He oTkpsiBaii ¢aitnibl U Apyrue BIOKEHUS B MUCbMaxX JaXke €ClIM OHU MPUIILTH OT TBOUX

npy3eid. Jlydie yro4Hu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr;

No o

HudpoBas penyranus

[ludposast pemyramusi - 3TO HETaTHBHAs WM TO3UTHUBHAs HWHQOpManus B CETH O TeOe.
Komnpomerupyromas uHpopmanus pa3MelleHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTPa3UThCS HA TBOEH PEAIbHOM KU3HU.

«udposas pemnyramus» - 3TO TBOM UMUK, KOTOPHI popmupyercs u3 undopmanuu o tede B
WHTEpHETE.

TBOoe MecCTO KHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE IOJIOKEHHE, OCOOEHHOCTHU Xapakrepa U
pacckasbl 0 OJM3KUX — BCE ATO HAKAIJIMBAETCS B CETH.

MHorue mnoJIpPOCTKH JIETKOMBICIEHHO OTHOCSTCA K MyOJIMKalMM JUYHOM HMHPOpMaLUU B
WuTepHere, HE MOHUMAas BO3MOXKHBIX MOCIEACTBUI. Thl 1axke HE CMOXKEIb J0raJaTbCs O TOM,
yTo (poTorpadus, pazmelieHHas S JeT Ha3ald, cTaja NIPUUYMHON O0TKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pazMenienre TBoux Gororpaduii u Ipyrue AelcTBUS MOTYT HE UCUE3HYTh JIaXke
[0CJI€ TOTO, KaK Thl MX YAaNuIlb. Thl HE 3Haellb, KTO COXPaHWJ 3Ty MHPOPMaLKIO, TIonaia Ju
OHAa B TOMCKOBBIE CHCTEMBbl M COXpAaHWJIACh JM OHA, a TIJaBHOE: YTO IMOAYMAlT O Tebe
OKpY’Kalollee JIIOAH, KOTOpble HAaliAyT M yBUIAT 3T0. HaliTu mHpOpMalnio MHOTO JIET CIYCTS
CMOXeT JII000i — Kak U3 J0OphIX MOOYXKIEHHM, TaKk U C HaMEpeHHEeM MPUYMHUTH Bpea. ITo
MOKET OBITh KTO YTO/HO.

OcCHOBHBIE COBETHI IO 3aIUTE LIUPPOBON penyTaIiu:

1. Tlomymaii, mpexae 4eM YTO-TO MYyOJIMKOBAaTh W TepedaBaTh y ceOs B Onore wim B
COIIMATLHOM CETH,

2. B Hacrpoiikax mpoduisi YCTAaHOBH OTPAaHWYCHHS HAa TMPOCMOTP TBOETO MPOQHISL U €ro
COZIEPKUMOT O, CHIEIIall €ro TOJIBKO «JUIs APY3€En»;

3. He pa3smemaii u He yka3piBail HH()OPMAIIHIO, KOTOPask MOKET KOTO-THO0 OCKOPOJISATEH WITH
00MXKaTh.

ABTOpCKOE IPaBoO



CoBpeMeHHbIC IIKOJIBHUKA— AaKTHBHBIE I0JIb30BaTean LHU(poBoro mpocrpancTBa. OgHAKO
JTAJIEKO HE BCE 3HAIOT, YTO I10JIb30BAHME MHOTMMH BO3MOXHOCTSMU LU(GPOBOro Mupa Tpedyer
COOJIIOJICHHSI TTPaB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

TepMHUH  «MHTEIUIEKTyalbHAsi COOCTBEHHOCTHY» OTHOCHUTCS K  Pa3IUYHBIM  TBOPEHHUSM
YeJI0OBEYECKOI0 yMa, HauMHas ¢ HOBBIX M300peTeHUi U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyTM , WM 3aKaHUYWMBas KHUramu, QororpadusMu, KuHOPUIBMAMU U
MY3bIKaJIbHBIMU ITPOU3BEACHUAMM.

ABTOpCKHE IIpaBa — 3TO MpaBa Ha UHTEUIEKTYaJIbHYI COOCTBEHHOCTh Ha IPOU3BEAECHUS HAyKH,
JUTEPaTyphl U UCKYCCTBA.

ABTOpCKHE IIpaBa BHICTYNAIOT B Ka4eCTBE TapaHTUHU TOTO, YTO MHTEIUIEKTYaJbHbINH/TBOPUYECKHMA
TpyA aBTOpa He OyJIeT HamlpacHbIM, JacT €My CIpaBe/UIMBbIE BO3MOKHOCTH 3apaboTarh Ha
pe3yibTaTax CBOEro TPY/la, MOJyYUTh U3BECTHOCTh U IIPU3HAHUE.

Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTD €ro MPOU3BEIEHUE, PACIPOCTPAHSTD,
nyOJIMYHO JIEMOHCTPUPOBATh, IMPOAABATH, HMMIIOPTHPOBATH, ITyCKaThb B MPOKAT, MyOJINYHO
UCTIOJIHATD, I0KA3bIBATh/UCHIOIHAT B 3(Hpe WK pa3meniaTts B IHTepHeTe.

Hcnonb3oBanue «IHUPATCKOro» IporpaMMHOIoO obecrneyeHns: MOKET IMPUBECTH K MHOI'MM
PpUCKaM: OT INOTCPpHU OJAaHHBIX K TBOMM aKKayHTaM O 6JIOKI/IpOBKI/I TBOCTO yCTpOﬁCTBa, rac
YCTAHOBJICHA HEJICTaJIbHAA IIpOorpamMma. He cTout Takxe 336BIB8.TB, 4TO CYHICCTBYCT JICTAJIbHBIC
1 OecIlIaTHBIE ImporpaMmabl, KOTOPbIC MOKHO HaAWTH B CETH.

O noprane

CeteBnuoK.p(h) — TBOMU IJIaBHBIM COBETYMK B CETU. 37€Ch Thl MOXKEIIb y3HATh O O€30IaCHOCTU B
CeTH TIOHSATHBIM M JIOCTYIHBIM SI3BIKOM, @ TpPH BO3HHUKHOBEHWH KPUTHUYECKOW CHTYyalluu
00paTUThCS 3a COBETOM. A TaKKe NMPUHATH ydacTue B KOHKYpcax M CTaTh CaMbIM IIM(PPOBBIM
rpaXxaaHuHOM!



